CONGRESSIONAL HEARING

· Subcommittee on Oversight and Investigations, House Committee on Energy and Commerce Hearing, 4/5/2001, Protecting America’s Critical Infrastructure:  How Secure are Government Computer Systems?

Opening Statements

a. Subcommittee Chairman James Greenwood convened the hearing which was held in connection with the Subcommittee’s continuing oversight review of IT security.  

On 3/2/2001, Chairman Greenwood sent letters to 15 large and small Federal agencies to obtain information on the status of agency implementation of the Government Information Security Reform Act (GISRA), P.L. 106-398, Title X, Subtitle G, which was signed into law on 10/30/2000 as part of the Defense Authorization Act of 2000.  Agency responses were due 3/16/2001.  GISRA requires an annual independent assessment, could be the agency’s I.G., of each agency’s compliance with the Act including testing the effectiveness of information security control techniques for an appropriate subset of the agency’s information systems.  The 3/2/2001 letter stated that during the 107th Congress, the Subcommittee will continue its cyber security reviews of Federal agencies including assessments of agency activities to comply with GISRA.

In his Opening Statement for the 4/5/2001 hearing, Chairman Greenwood said at this point they were not surprised or pleased with the responses they had received back.  Very few agencies have done demonstration security testing of IT systems.  Several agencies reported no testing has been done.  Those tests that have been completed showed a number of problems, of which about 30% were severe.  The reviews showed that in many cases, system administrators do not have secure systems.  

Chairman Greenwood said the Subcommittee will continue to focus on agency compliance with Presidential Decision Directive (PDD) 63 and that it appears it is unlikely agencies will meet the 2003 date set forth in PDD 63 to have secure IT systems in place.  Three years after PDD 63 was issued, they have found that most agencies are still identifying their IT security system requirements and that very little has been done to correct problems.

GISRA is contained in Sections 1061-65 of the Defense Authorization Act of 2000.  Those sections can be accessed under Laws on the GSA IT Policy Documents Web page at. http://www.itpolicy.gsa.gov/itpolicy.htm
Subcommittee member Rep. Ted Strickland in his Opening Statement, said most agencies are still identifying their critical infrastructure assets and that significant additional resources are needed to meet the PDD 63 2003 completion date.

b. Rep. Tom Davis, Chairman of the Subcommittee on Technology and Procurement of the House Government Reform Committee, gave a statement as a guest of the Oversight and Investigations Subcommittee.  Rep. Davis said it is vitally important that Congress recognize and understand the importance of our critical infrastructure.  He said the Federal Government is dangerously behind and that the GAO established Security as High Risk in 1997 and that for many agencies security is a low priority. 

Rep. Davis believes there is a dire need for strong central control of security.  He also said the current responsibility is scattered and that a Federal CIO is needed to help bring this together.  He referred to his legislation introduced in the 106th Congress for a Federal CIO with its proposed provision to have the top IT security person reporting to the CIO.

c. Rep. Billy Tauzin, Chairman, House Energy and Commerce Committee said he does not think many people realize the extent Federal agencies collect and store sensitive information on Federal computer systems.  He said it would come as quite a surprise for most Americans to learn the extent Federal civilian agencies are the target of attacks by foreign and domestic sources bent on espionage and other malicious actions.  He said the Committee’s oversight continues to reveal troubling computer deficiencies across the Federal Government, deficiencies that place critical services and sensitive data at significant risk of compromise.  He also said that the connection between security and the privacy of American citizens cannot be ignored.  He referred to the 2/26/2001independent audit report by the Health and Human Services I.G. of the Health Care Financing Administration and several of it Medicare contractors which the Committee released on 4/5/2001.  The audit found numerous system control weaknesses that permitted unauthorized access to sensitive beneficiary information.   The audit report can be accessed at:

http://www.house.gov/commerce/hearings/04052001-153/IGReport.pdf
Chairman Tauzin stated his concerns how little progress Federal agencies have made in protecting critical cyber assets in the three years since the President issued PDD 63 in May 1998.  He said, overall, we are barely treading water.  He said technology to get into systems is advancing more rapidly than our ability to protect systems and that we are going to find ourselves in deep trouble unless we can come to grip with this problem.

Cyber Security Penetration Test Demonstration

Glenn Pendosky, Director, Office of Independent Oversight and Performance Assurance, Department of Energy


Mr. Pendonsky was accompanied by a team of people from their Office of Cyber Security and Special Reviews.  Their cyber security office maintains a continuos program for assessing Internet security to identify vulnerabilities that hackers or others could exploit.  Mr. Jason Bellone, formerly with the FBI’s Computer Analysis Response Team, gave a demonstration of some of the actual inspections they have conducted over the last 6 months of Energy computer systems that included quickly breaking into password files which gave them total access.   Mr. Bellone said scanning of agency files can be done without detection.

They used tools that are available on the Internet and that are commonly used by the hacker community.  Most of the problems they found have been corrected. 

Panel I

Sallie  McDonald, Assistant Commissioner, Office of Information Assurance and Critical Infrastructure, GSA FTS

Ms. McDonald’s testimony included a brief overview of the FedCIRC (Federal Computer Incident Response Center).  FedCIRC is operated by FTS and is the central coordinating activity for security related incidents affecting computer systems within the civilian agencies and departments of the Government.

On January 16, 2001, OMB issued Guidance on Implementing the Government information Security Reform Act (GISRA).  This guidance (OMB Memo M-01-08) can be accessed at 

http://cio.gov/docs/Security_Act_Memo_and_Guidance.htm
The guidance requires agencies to implement both technical and procedural means to detect security incidents and to report them to FedCIRC.  

FedCIRC  provides security incident identification, containment and recovery services and works within the Federal community to educate agencies on effective security practices and procedures.

Reports from DOD and other sources state that over 100 countries have or are developing information warfare capabilities that could be used to target critical components of the national infrastructure including Government systems.

In 2000, FedCIRC documented 586 incidents affecting Government systems.  One hundred fifty five of those incidents were reported from 32 agencies and resulted in what is known as “root compromise” which means the intruder has gained full or “root” privileges over the targeted system.  This means that that any information or capability of the system is totally owned by and controllable by the intruder.

Studies by DOD and data collected by Carnegie Mellon indicate that as many as 80% of actual security incidents go unreported.  In most cases incidents are not reported because the organization was unable to recognize that its systems had been penetrated or because there was no indications of penetration or attack.

Ronald Dick, Director, National Infrastructure Protection Center (NIPC), FBI
The NIPC was established three years ago to provide a coordinated interagency approach to address intrusions into Government networks.  Currently the NIPC has representatives from eleven Federal agencies.

The NIPC currently has 102 cases (of a current total of 1,219 pending cases) involving intrusions into Government systems.  This includes intrusions into Federal, state, and local systems as well as the military.

Because the Internet by its nature embodies a degree of anonymity, our Government’s proper response to an attack fist requires significant investigative steps.  Legal authorities for conducting investigations in the U.S. include the Computer Fraud and Abuse Act, The Economic Espionage Statute, the Electronic Communications Privacy Act, and the Foreign Intelligence Surveillance Act.  The FBI can apply for court orders to get subscriber information from Internet Service Providers, and monitor communications under the Electronic Communications Privacy Act or under the Foreign Intelligence Surveillance Act.

Over the past several years they have seen a wide range of cyber threats ranging from defacement of websites by juveniles to sophisticated intrusions sponsored by foreign powers and everything in between.  Because it is often difficult to determine whether an intrusion or denial of service attack is the work of an individual with criminal motives or a foreign nation, they must treat each case as potentially serious until they gather sufficient information to determine the nature, purpose, scope and perpetrator of the attack.

The prospect of “information warfare” by foreign nations against our critical infrastructures is perhaps the greatest potential cyber threat to our national security.  They know that many foreign nations are developing information warfare doctrine, programs and capabilities for use against the U.S. or other nations.


Tom Noonan, President and CEO, Internet Security Systems (ISS)

In 1991, the founder and Chief Technology Officer of ISS, Chris Klaus (age 26), became interested in Government security while interning at the Department of Energy.  He and Tom Noonan met in 1994 and formed ISS.  They launched their first product Internet Scanner and ISS went public in March 1998.  Today, they have nearly 2,000 employees in 18 countries focused exclusively on computer security.  They now have more than 8,000customers, including 68% of the Fortune 500 and 21 of the 25 largest U.S. commercial banks.

The Internet is so useful for the very reasons that it is so vulnerable.  Over the years. as the Internet has become more used in business and more accessible to the masses, it has been attacked at an increasing rate.  Incidents occur when hackers maneuver through a system, take advantage of the vulnerabilities, and cause a system breach.  Vulnerabilities are holes, weaknesses and problems that exist in computer systems. 

 Their X-Force monitors the most important Web sites to discover the latest trends.  In addition, thousands of private chat rooms exist where more sophisticated crackers trade hacking tools over the Internet.  Their X-Force gains access to important chat rooms and monitors them as well.

Computer security must be a priority, and leadership and coordination are necessary in the Government.  Funding for secure Government systems must be

Increased by a substantial amount.  Computer security specialists are required to implement and coordinate many different security products and services to adequately secure a system.

To help address the cost of computer security, educational efforts must be undertaken to train the personnel required.  Computer programmers in universities should be trained in computer security.  Currently, they are not.  In addition, specialized programs in computer security should be encouraged.

Panel II


Robert Dacey, Director, Information Security Issues, GAO

Evaluations published since July 1999 show that Federal computer systems are riddled with weaknesses that continue to put critical operations and assets at risk.  Significant weaknesses have been identified in each of 24 agencies covered by their review.  These weaknesses covered all six major areas of general controls—the policies, procedures, and technical controls that apply to all or a large segment of an entity’s information systems and help ensure their proper operation.  These six areas are (1) security program management which provides the framework for ensuring that risks are understood and that effective controls are selected and implemented, (2) access controls, which ensure that only authorized individuals can read, alter, or delete data, (3)  software development and change controls, which ensure that only authorized software programs are implemented, (4) segregation of duties, which reduces the risk that one individual can independently perform inappropriate actions without detection, (5) operating system controls, which protect sensitive programs that support multiple applications from tampering and misuse, and (6) service continuity, which ensures that computer-dependent operations experience no significant disruptions.

John Tritak, Director, Critical Infrastructure Assurance Office, Department of Commerce

The Bush Administration currently is conducting a thorough review of our critical infrastructure protection policy.  We expect the results of that review over the next couple of months.

In February 2000, OMB issued important new guidance to agencies on incorporating and funding security in information technology investments.  

That policy states that funding will not be provided for agency requests that fail to demonstrate how security is built into and funded as part of each system.  The OMB Memorandum 00-07 can be accessed at

http://www.itpolicy.gsa.gov/itpolicy/42.pdf
This policy carries through on the requirements of the Clinger-Cohen act of 1996 and emphasizes that security must be incorporated in and practiced throughout the life cycle of each agency’s system and program.  To accomplish this, beginning with the FY 2002 budget, each agency budget request to OMB for IT funding must:

· Demonstrate life cycle security costs for each system.

· Include a security plan that complies with applicable policy.

· Show specific methods used to ensure risks are understood, continually assessed, and effectively controlled, and

· Demonstrate that security is an integral part of the agency’s enterprise architecture including interdependencies and interrelationships.

Over the past year, the CIO Council, working with NIST, OMB and the GAO developed the Federal Information Technology Security Assessment

Framework.  The framework was issued in December 2000 and provides agencies with a self-assessment methodology to determine the current status of their security programs, and where necessary, establish a target for improvement.

The framework comprises five levels to guide agency self-assessments:

· Level 1 reflects a documented security policy.

· Level 2 shows documented procedures and controls to implement the policy.

· Level 3 indicates that the procedures and controls have in fact been implemented.

· Level 4 shows that the procedures and controls are continually tested and reviewed.

· Level 5 demonstrated that procedures and controls are fully integrated into a comprehensive program.

If there are questions, please contact John Ray at (202) 501-3473 or john.ray@gsa.gov.
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